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James Madison famously remarked that a popular government without popular 
information, or the means of acquiring it, is but a prologue to a farce or a trag-
edy. Two decades ago, the government of the People’s Republic of China set out 
to disprove this rule. Rejecting talk of farce and tragedy, its rulers now claim 
their authority is rooted within a new and higher form of popular government, 
a “post-democratic” way of handling power which delivers goods and services, 
promotes social harmony and roots out “harmful behavior” using state-of-the-
art information-control methods more complex and much craftier than Madi-
son could ever have imagined.

In contrast to the period of Maoist totalitarianism, the new Chinese authoritari-
anism does not demand total submission from its subjects. In such matters as 
the clothing they wear, where they work and which social company they keep, 
most citizens are mostly left alone by the authorities. Belief in communism is no 
longer compulsory; few people now believe its tenets and the ruling Party (as a 
popular joke has it) comes dressed in Nike trainers and a polo shirt topped with 
a Marxist hat. The regime officially welcomes intellectuals, foreign-trained pro-
fessionals and private entrepreneurs (once denounced and banned as “capitalist 
roaders”) into its upper ranks. 

The Party is everywhere. It prides itself on its active recruitment strategy and 
its organisations are rooted in all key business enterprises, including foreign 
companies. The methods of governing are clever. Ruling by means of general-
ised in-depth controls, or through widespread violence and fear, mostly belong 
to the past. While the authorities reject both independent public monitoring of 
its power and free and fair general elections, they actively solicit the support of 
their subjects. 

Protestors are crushed, but also bribed and consulted. Obsessive controls from 
above are matched by stated commitments to rooting out corruption and the 
rule of law. There is much talk of democracy with “Chinese characteristics.” Top-
down bossing and bullying are measured. The regime seems calculating, flexible, 
dynamic, constantly willing to change its ways in order to remain the dominant 
guiding power.

Nowhere is this trend more strikingly evident than in the field of information. 
China first hitched itself to the Web in 1994; the country now has an estimated 
500 million users, twice as many as in the United States. Two-thirds of them are 
under the age of thirty. The Chinese Academy of Sciences reports that in 2008-
2009 alone 90 million Chinese citizens connected to the Internet for the first 
time. The overall size of Internet traffic is expected to double every 5.32 years. 
What is not officially reported is that the sphere of text messages, bulletin 
boards, blogs and other digital platforms nurtures the spirit of public resistance 
to arbitrary power, often with remarkable vigor. According to some estimates, 
60 percent of Chinese netizens have used the Internet to express opinions aimed 
at scrutinising government activities.

Heavy-handed government censorship methods, popularly known as the “Great 
Firewall of China,” are still used frequently to suppress points of view that di-
verge from the dominant positions formulated by the information office of the 
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state council (the cabinet) and the propaganda departments of the ruling party. 
Yet information flows in China are not simply blocked, firewalled or censored. 
The productive channelling of dissenting opinions into government control 
mechanisms is a basic feature of the political order. Especially remarkable is the 
way the authorities treat unfettered online citizen communication as an instru-
ment for improving the ability to govern, as an early warning device, even as a 
virtual steam valve for venting grievances in their favour. 

The co-optation strategy draws upon the efforts of thousands of government 
employees who post anonymous online commentaries designed to support pol-
icies favoured by the Party. There is also a vast labyrinth of surveillance that 
depends on a well-organised, reportedly 40,000-strong Internet police force. 
Skilled at snooping on Wi-Fi users in cyber cafés and hotels, it uses sophisticat-
ed data-mining software that tracks down keywords on social networking sites 
such as Xiaonei and search engines such as Baidu, along the way issuing warn-
ings to Web hosts to amend or delete content considered unproductive of “har-
mony.” A combination of URL filtering with the blanking of keywords labelled as 
“harmful” or “anti-social” is also a common strategy used to tamper with tens of 
thousands of websites.

Potentially embarrassing or confidential news is meanwhile filtered through 
the so-called neican system of internal reference reports provided on a strictly 
limited basis to high-ranking government officials by trustworthy official Party 
journalists from organs such as the People’s Daily and Xinhua News Agency. The 
reporting system is in effect an elaborate surveillance mechanism operated for 
Party members by Party members. Government officials working in “situation 
centres” meanwhile watch for signs of brewing unrest or angry public reactions. 
Reports are passed to local propaganda departments, where action is taken. The 
2012 concerted campaign against Bo Xilai and his family shows that state media 
can be instructed to take a certain line on any particular issue; and that news 
websites can be told whether or how they should cover the matter, for instance 
by sensationalising reports in order to silence critics, or by keeping the cover-
age short, so as to bury it down deep memory holes. 

Calls for “discipline” and “self-regulation” are commonplace. So-called “rumor 
refutation” departments, staffed by censors, pitch in. They scan posts for forbid-
den topics and issue knockdown rebuttals.

Within the China labyrinth, a pivotal role is played by licensed Internet compa-
nies. Bound by constant reminders that safety valves can turn into explosive 
devices, they use filtering techniques to delete or amend “sensitive” content. 
Much cleverer tactics are also in use, including efforts by the authorities to draw 
citizens into a cat’s cradle of suspicion, praise, denunciation and control. The 
Party state is constantly on the lookout for new and improved ways of govern-
ing its population, for instance by means of an elaborate system of government 
websites designed to interact with their subjects, many of whom have online 
access.

This makes them prime targets of government appeals. Citizens are encouraged 
to report anti-government conversations, or recruited as hirelings known as 
“50-cent bloggers.” They are routinely urged to become “Internet debaters.” 
There are experiments (as in Guangdong Province) with virtual petition offices, 
online Webcast forums where citizens can raise complaints and watch and hear 
officials handle them. 

Organized “chats” between the authorities and citizens are flourishing. Such 
methods – “authoritarian deliberation” is the phrase used by some scholars – 
come packaged in official assurances about the need to encourage “transparen-
cy” and to “balance” online opinions for the sake of harmoniously “guiding pub-
lic opinion.”

What are we to make of these techniques of repressive tolerance? They certain-
ly confirm the paradoxical rule that the governments of authoritarian regimes 
are much more sensitive to popular resistance than those of democratic re-
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gimes. Looking from the top down, likening the Chinese authorities to skilled 
doctors of the body politic, some observers wax eloquently about the new sur-
veillance tactics of “continuous tuning” (tiao) of the body politic. The simile un-
derstates the ways in which the labyrinthine system of unusually well-coordi-
nated do’s and don’ts is backed by pre-digital methods: fear served with cups of 
tea in the company of censors; reprimands, sackings and sideways promotions; 
early-morning swoops by plainclothes police known as “interceptors;” illegal 
detentions; violent beatings by unidentified thugs; disappearances and impris-
onment, sometimes (reports suggest) in “black jails” operated by outsourced ma-
fia gangs employed by the authorities.

Proponents of the Communist Party’s Web-monitoring tactics are typically si-
lent about such institutionalised violence. They also overstate the efficiency, 
effectiveness, and legitimacy of the China labyrinth; the new democratic princi-
ple that complex systems of power are prone to failure, “normal accidents” and 
outright breakdown unless they are subject to mechanisms of open public scru-
tiny remains a forbidden topic in China. Champions of the China labyrinth also 
ignore the popular resentments sparked by a regulatory system that treats 
more than a few subjects as ticklish, or taboo. To put things simply, the Party 
authorities are opposed to monitory democracy (jiandushi minzhu), in the richest 
sense of free and fair general elections combined with ongoing public monitor-
ing of their power by independent watchdogs. 

It is true that many things are permitted: finance, housing markets, sports, and 
light entertainment inoffensive to the Party leadership’s morals. Yet other sub-
jects are less straightforward. Blanket public criticism of the leading role of the 
Party and its leading figures is not permitted. Equally taboo is fair-minded anal-
ysis of “sensitive” regions such as Tibet and Xinjiang, or “sensitive” topics, such 
as religion and the past crimes committed by the Party.

Such restrictions breed public resentment and resistance, which (unsurprising-
ly) is most pronounced within the world of on-line communications. The range 
and depth of resistance to unaccountable power are astonishing. The regime 

Repression. Police in the city of Foshan (Guangdong Province) has confiscated personal computers of illegal internet bars to have 
them destroyed (August 2010). [Photo: Xie Zhibiao / ChinaFotoPress /Xie Zhibiao/MaxPPP]
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comes wrapped in propaganda, but counter-publics flourish. Helped by sophisti-
cated proxies and other methods of avoiding censorship, salacious tales of offi-
cial malfeasance circulate fast, and in huge numbers, fuelled by online jokes, 
songs, satire, mockery and code words that develop meme-like qualities and 
function as attacks on government talk of the “harmonious society.” An early 
sensational example was the “mud-grass horse” mascot, a mythical animal that 
fights against Party control of free expression and symbolizes a Web-savvy op-
ponent of regime censorship. Digital media users commonly re-tweet their 
posts (a practice known as “knitting,” the word for which sounds like “wei bo”). 
Messages easily morph into conversations, illustrated with pictures. The conse-
quence: instantly forwarded posts tend to keep ahead of the censors, whose ef-
forts at removing online material are countered by such tactics as re-tweeted 
screenshots.

The aggregate effect is that conversations readily go viral, causing large-scale 
“mass Internet incidents,” as happened (during 2010) when a citizen nicknamed 
“Brother Banner,” a software engineer in Wuxi, was catapulted into online celeb-
rity overnight after holding a banner that read “Not Serving the People” outside 
the gate of a local labour relations office to protest its failure to intervene in his 
pay dispute with his former employer. The banner challenged the Party’s slogan, 
“Serving the People.” Officials were deeply embarrassed by a one-person protest 
that won national prominence through the Internet and, eventually, coverage in 
official media.

The great significance of citizens’ initiatives of this kind is the way they put their 
finger on hypocrisy. Relying heavily upon networked media, they project locally 
specific goals that for the moment do not challenge the state’s legitimacy as such 
but instead call on the government to live up to its promises of “harmony,” to 
listen and respond to the concerns of citizens in matters of material and spiritual 
well-being. The upshot is that the authorities now find themselves trapped in a 
constant tug-of-war between their will to control, negotiated change, public re-
sistance and unresolved confusion. They may pride themselves on building a 
“post-democratic” regime which seems calculating, flexible and dynamic, willing 
to change its ways in order to remain the dominant guiding power. Yet they also 
know well the new Chinese proverb: ruling used to be like hammering a nail into 
wood, now it is much more like balancing on a slippery egg.

Whether the authorities can sustain their present balancing act, so proving 
James Madison wrong, seems at least an open question. Within the China laby-
rinth, the 21st-century spirit of monitory democracy is alive and well. Whether 
and how it will prevail, probably with Chinese characteristics, against the crafty 
forces of digital surveillance, is among the global political questions of our time.

 
References
Bandurski, David/Hala, Martin: Investigative Journalism in China. Eight Cases in 
Chinese Watchdog Journalism. Hong Kong: Hong Kong University Press 2010.

Brady, Anne-Marie: Marketing Dictatorship: Propaganda and Thought Work in Con-
temporary China. New York: Rowman & Littlefield 2008.

MacKinnon, Rebecca: Consent of the Networked: The Worldwide Struggle for Internet 
Freedom. New York: Basic Books 2012. 

Tong, Yanqi/Lei, Shaohua: Creating Public Opinion Pressure in China: Large-scale 
Internet Protest. Background Brief No. 534. Singapore: National University of Singa-
pore, East Asian Institute 2010.

Yang, Guobin: The Power of the Internet in China: Citizen Activism Online. New York: 
Columbia University Press 2009.

Zhang, Xiaoling/Zheng, Yongnian (Eds.): China’s Information and Communications 
Technology Revolution: Social Changes and State Responses. London/New York: 
Routledge 2009.


